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Abstract—Mobile Crowd Sensing (MCS) is a cloud-edge-terminal
collaboration model that relies on edge terminal devices, or
"workers," to sense data and build applications for cloud-hosted
platforms. However, to ensure high-quality application
development, recruiting truthful workers in the edge network is
crucial. With the emergence of Artificial Intelligence (AI), the
Internet of Things (IoT) is entering a new era, known as Artificial
Intelligence of Things (AloT). This paper proposes an Al-enabled
MCS system, which includes MLM-WR, a cloud-edge-terminal
collaboration data collection scheme for AloT. MLM-WR
leverages swarm intelligence to match truthful workers with
sensing tasks, enabling efficient and effective data collection for
AloT applications. The matching theory is applied from two
perspectives: truthful workers discovery and sensing difference
discovery. To identify truthful workers, we adjust their credibility
based on the deviation of their sensing data with Ground Truth
Data (GTD) obtained through collaboration with the Unmanned
Aerial Vehicle (UAV). In the sensing difference discovery, we
obtain workers' sensing attribute reliability by calculating
attribute data errors and incorporate absolute and relative sensing
location preferences to determine workers' sensing quality at
different locations. Additionally, MLM-WR employs the Particle
Swarm Optimization (PSO) algorithm to assign workers while
considering sensing attribute and location reliability and
recruitment cost, thus addressing the tradeoff between
recruitment cost and data quality. The effectiveness of our
approach is demonstrated through extensive evaluations, where
MLM-WR outperformed the state-of-the-art approaches.

Index Terms—Cloud-Edge-Terminal Collaboration, Truthful
Workers Discovery, Task Assignment, Artificial Intelligence of
Things (AloT), Sensing Difference discovery, Swarm Intelligence

I. INTRODUCTION

Wireless communication and sensing advancements have
driven the rise of IoT [1], a network of devices connected via
the Internet. Cloud computing addresses limited local
computing capacity by enabling local devices to process and
transmit data to the cloud for analysis [2]. Edge computing, a
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response to constrained cloud bandwidth [3], collaborates with
the cloud at the network edge, executing computational tasks to
minimize transmission delay and bandwidth usage. MCS
exemplifies cloud-edge-terminal collaboration [4], with
terminal workers collecting and reporting data. This data
undergoes edge-layer processing and filtering before
transmission to the cloud, where applications like NoiseTube [5]
and Ear-phone [6] emerge. The platform assigns sensing tasks
with specific time, location, and data quality requirements [7],
[8], with workers participating based on their capabilities.
Ensuring high-quality data hinges on recruiting trustworthy
workers [9], as malicious submissions for cost reduction and
rewards can harm both the platform and users [10].

Truth data discovery involves two main approaches. The first
approach employs n workers simultaneously sensing the same
object and calculating the mean, median, or weighted average
for truth data estimation [11], [12]. However, this method is
costly and lacks assessment of individual worker credibility.
The second approach evaluates worker trustworthiness before
data collection and recruits truthful workers, requiring only one
worker per task [13], [14]. Nevertheless, accurately identifying
trustworthy workers remains a challenge. Further research is
needed on truthful workers and sensing difference discovery.

(1) Truthful workers discovery. Truthful workers discovery
is essential for reliable data collection. One method class
involves clustering data based on known truthful workers [15],
but these methods face limitations due to data's sensitivity to
time, location, and individual sensing ability. Relying solely on
reported data for worker classification can lead to inaccurate
outcomes [16]. Some methods also assume data from a subset
of truthful workers as GTD [17] for worker credibility
evaluation. However, identifying initial truthful workers and
maintaining GTD credibility pose challenges due to potential
changes over time. This issue highlights the need for more
research in this area.

(2) Sensing difference discovery. Real-world MCS sensing
tasks vary spatio-temporally [18], covering diverse attributes
such as sound and image [8]. However, workers' differing
capabilities to gather data from various locations and attributes
result in substantial variability in sensing data quality,
influenced by factors like device manufacturers and personal
skills [8]. Specialized devices yield accurate data for specific
phenomena [19], while generic devices provide average quality.
Skill levels also impact data quality, as younger workers tend
to capture better images than older ones [20]. Personal
preference contributes too, with some excelling in landscapes
and others in indoor photography [21]. Consequently, even
credible workers yield varying sensing data depending on



attributes and locations [8]. Improving MCS data quality entails
identifying variations in workers' sensing quality across
attributes and locations, aligning worker selection with task
requirements. However, prior research assumes consistent
credibility, disregarding reliability shifts within the same source
across attributes or locations.

(3) Task assignment. In MCS, diverse task assignment
schemes exist [22], often engaging multiple workers per task
with response aggregation using methods like majority voting
[12]. However, this proves costly and inefficient, requiring a
recruitment-cost versus data-quality equilibrium. Even with
known worker credibility, not all workers may be available for
tasks [23]. Spatial constraints and worker preferences further
narrow task options [24]. Dynamic task assignment is pivotal in
addressing these intricacies. The Al evolution has birthed AloT
[25], [26], fostering prospects for intelligent task assignments.
Nevertheless, this area remains largely uncharted.

In conclusion, enhancing data quality requires three essential
elements: (1) recognizing and picking trustworthy workers, (2)
sensing difference discovery across locations and attributes,
and (3) matching workers' sensing preferences with
corresponding task attributes and locations. This paper
introduces MLM-WR, a cloud-edge-terminal collaborative data
collection scheme for MCS, addressing these issues through
swarm intelligence. The paper presents three main innovations:

(1) Introduce a rapid truthful worker discovery method that
assesses workers' credibility through comparison with GTD and
Sub-GTD, suitable for real-world applications.

(2) Create a technique for evaluating sensing difference
quality, covering workers' performance across attributes and
locations. This involves assessing attribute quality through data
deviation analysis and integrating an innovative optimization
framework with accuracy calculations for diverse locations,
thereby establishing workers' credibility in those areas.

(3) Deploy a recruitment scheme that uses swarm
intelligence to select truthful workers matching sensing data
tasks in terms of attributes and locations, optimizing data
quality and cost-effectiveness.

Finally, we conduct extensive evaluations to demonstrate the
superiority of our approach over state-of-the-art approaches.
Our results show a significant improvement in workers'
recognition rate, data quality, and cost-saving, achieving
improvements of 36.12%, 27.10%, and 40.19%, respectively.

The remainder of this paper is organized as follows. In
Section II, we review related works. Section III presents the
system model and problem statement, while Section IV
describes the design of our proposed approach. We present a
performance analysis of our approach in Section V, and finally,
Section VI provides conclusions.

II. RELATED WORK

Truth discovery is crucial for ensuring the quality of
applications in MCS and is often studied alongside security and
privacy [27]-[29]. This paper focuses on pure truth data
discovery and categorizes current research into two types: those
that do not require ground truth data and those that do. The
former includes Mean, Median, Weighted Average, and Major
Voting methods [11], [12], [17], [30]. The Mean method finds
the estimated truth data by averaging the data reported by n

workers, assuming that most workers are truthful [12]. The
Median method takes the median of n data, potentially
providing more accurate results [12]. The Weighted Average
method combines the Mean and Median methods and assumes
a normal distribution, making it less suitable for small n [12].
The Major Voting method includes majority principle and
expert evaluation [11], with the former being suitable for
discrete values and the latter being expensive and slow.

Ye et al. [15] proposed an iterative truth-finding method
called the Mean and Median Check (MMC) method, which
combines truth detection and the removal of false data. The
method calculates the mean and median of the dataset and
removes the data that deviate far from them [15]. This process
is repeated until the final data is obtained [15]. However, this
method does not check the credibility of workers. To improve
the results, the credibility of workers can be taken into account,
as workers with higher credibility report more accurate data.
The cost and the number of workers required can be reduced by
selecting only workers with high credibility.

Methods requiring GTD for truth data discovery are accurate
but challenging and expensive to obtain [31], [32]. In contrast,
unsupervised methods without GTD [11], [12], [17], [30] incur
n times the cost, demanding n data points for the same object.
Moreover, certain studies necessitate obtaining GTD. Du et al.
classify workers based on their entity recognition accuracy
using both tasks with known GTD and tasks without [13]. Tian
et al. [8] employ unsupervised computation to gauge workers'
relative sensing accuracy across attributes for estimated GTD.

GTD-based truth data discovery ensures accuracy, but
obtaining GTD is challenging due to the difficulty and high cost
of collecting it [33]. Some studies avoid addressing this crucial
issue and assume the existence of GTD or credible workers, but
these assumptions are problematic. Credibility is not constant,
and obtaining GTD dynamically is necessary for identifying
credible workers. To address this issue, we propose an effective
method that involves using UAVs to sample data at sampling
points [14] and comparing it with workers’ data.

III. SYSTEM MODEL AND PROBLEM STATEMENT

The network model in this paper resembles the cloud-edge-
terminal collaborative system used in Refs. [26] and [34], as
shown in Fig. 1. The MLM-WR scheme comprises three layers:
terminal, edge, and cloud. The terminal layer consists of end
users with [oT devices applying for MCS tasks, and UA Vs visit
specific task locations to sense data as GTD. The edge layer acts
as a bridge between terminals and the cloud, involving base
stations and edge servers. Data is filtered and processed in the
edge layer before transmission to cloud servers. Task
assignments or application services are conveyed to end users
via the edge layer from the cloud layer. The cloud layer's
powerful computing capabilities and ample storage resources
enable on-demand services and intelligent applications,
utilizing data sensed within the MCS system. This paper’s
research goal is to improve the data quality at a low cost for the
system, including:

(1) Recruit honest workers who can provide high-quality data.

This paper defines P, as the proportion of truthful workers
among all recruited workers to measure the accuracy of the
proposed method. 7, is calculated by Equation (1).



P =
¢ Wtotal. (1)

If P, is close to 1, it means the proposed method can
effectively identify truthful workers. Thus, the objective of the
strategy is to maximize P.. The proposed method's ability to
identify truthful workers is evaluated using the algorithm's
precision, recall, and Fl-score, which are calculated
respectively by Equations (2)-(4).

true positives

Precision = — —  (2)
true positives + false positives

true positives
Recall = — — (3
true positives + false negatives

= 2 Precision * Recall @)
- = * .

score Precision + Recall
(2) Obtain high-quality multidimensional data

This paper discusses multidimensional attribute data, with
one-dimensional attribute data being a special case. Although
truthful workers will not submit malicious data, data quality can
vary greatly based on different attributes and locations.

The i-th dimensional ground truth of the k-th data collection

task is denoted as Q,((i). ,(3 denotes the i-th dimensional data

of the k-th task sensed by the j-th worker. Equation (5)
represents the difference between the data sensed by worker j

and the ground truth of the data in the k-th task’s i-th dimension.

® ®
O |Qk - Qk,f 5
k,j - (l) . ( )
k

The data quality difference between the data reported by
worker j and the ground truth of task k in all dimensions is
denoted by Equation (6). Each location has N attributes.

N .
=), 5 ©)
i=
For task k, s workers are recruited by the platform to collect

data. The average data quality difference of the data collected
by the platform in task k is denoted by Equation (7).
N

=), Suls ™
i=

Let there be m tasks in the platform. The total average data

quality difference of the platform is represented by Equation (8).

~ m —_—
5=) S/m ®)

The smaller the difference between the data collected by
workers and the truthful data, the higher the quality of the data
collected by workers recruited by the platform, which is
represented by min(3).

(3) Optimize the tradeoff between recruitment cost and data
quality in the MCS system.

This involves balancing the cost of obtaining high-quality
data and minimizing the cost of recruiting workers. Redundant
data may be collected at a cost to make the data close to the
truthful data. The total cost of the system includes the cost of
the UAV, Cy,y , and the cost of recruiting workers, C,,, which
is denoted by Equation (9).

€ = Cyav +Cy. )

Therefore, the objective is to minimize costs while
identifying truthful workers, ensuring data quality, and
mitigating malicious node attacks. The research problem can be
expressed as follows: maximize the ratio of truthful workers

Table 1 Parameter Description

Parameter Meaning
Drt,'l”‘n Worker k's observation of the n-th attribute for the
location m at time t.
Ubin The observation of attribute n for location m
offered by the UAV at time t
Zin The sensing attribute preference of worker k for
the n-th attribute at time ¢.
Hf Worker k's absolute sensing location preference for
m-th location at time ¢.
Cit The credibility of worker i at time t
En, The number of attributes that the platform focuses
on at location m
afn Worker k's sensing attribute credibility for attribute
n at time ¢.
€km Worker k's sensing location credibility for location
m at time ¢t.

selected for data collection, minimize the average data quality
difference, and total cost.
Max () = Max (We/Weotar);

Min(3) = Min (Z;"lfs,; /m);

See Table 1 for a list of key parameters used in this paper.

(10)

IV. OUR PROPOSED MLM-WR SCHEME

The MLM-WR scheme aims to address the issue of
unreliable workers submitting malicious data. The scheme has
three components: (1) identifying workers' credibility, (2)
discovering workers' preferences on sensing data attributes and
locations, and (3) making optimal task assignments.

A. Credibility Evaluation Model in MLM-WR

To prevent malicious workers from causing losses to the
platform, it is necessary to identify truthful workers in the MCS
system. The credibility of workers is evaluated based on the
data collected by UAV.

The collected data of UAV is credible and acts as GTD. Si’fj
is the ratio of deviation from GTD to the data collected by
worker k for attribute j of location i. The ratio mentioned is
computed by utilizing Equation (11), where Uif ; represents j-th
attribute of the data gathered by the UAV at location i during
time t. On the other hand, Dit, '}‘ denotes the value of attribute i

of data collected by the worker k on location i at time t.

DK — Uf)|
k _ | L] L

Sij = U (b
If S < threshold 6, let X[, = 1; else let X% = 0.

Ak, calculated by Equation (12), represents the number of
correct entries collected by worker k at location i.

n
Ai,k = Z 1xilfj. (12)
]:
E;, calculated by Equation (13), is the total number of
attributes of data at location i that the platform considers, and

o, expresses the effect of the worker-UAV interaction, as
computed by Equation (14).
n
Ei = ) Ei, j
j=1

(13)
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Fig. 1. The illustration of the MLM-WR scheme
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(14)

(1) Reward Mechanism

Cy,¢ is the credibility of worker k at time t, with an initial
value of Cy o. If 0, = o, worker k is considered truthful, and
the Reward Mechanism (RM) is used to increase credibility
using Formula (15), where p, a variable greater than 1, controls
the updating speed of credibility. If a worker is evaluated as
truthful repeatedly, the RM is applied repeatedly, leading the
worker's credibility to gradually converge to 1 over time.

o
Crp = Crpo1 + Fr * (1 - Ck,t—l)- (15)

(2) Punishment Mechanism

If 0, is less than o;, Punishment Mechanism (PM) is used to
reduce credibility using Formula (16). If a worker is
consistently deemed uncredible, repeated application of the PM
reduces their credibility to 0 over time.

Cr o
Crt = Cyp—1t+ (0 — 1) = (%)

(3) Timeout Mechanism

To maintain data accuracy, credibility updates for inactive
workers are crucial, even if they initially submitted accurate
data. The Timeout Mechanism (TM) update, controlled by y
using Formulas (17) and (18), has a smaller impact on
credibility compared to PM and RM due to prioritizing data
quality over frequency. C,;,, is the minimum credibility (e.g.,
Crmin = 0).

(16)

Crt = Max(cmin: Crt-1— 8). (17)

9 =vy(1 = Cre) (18)
After repeating the process, workers with credibility greater
than v are considered credible. Credible workers, whose data
act as Sub-GTD, can update the credibility of other workers
who sense data at the same place using either the Vice Reward
Mechanism or Vice Punishment Mechanism. Workers not
evaluated by Sub-GTD or GTD will undergo TM. ‘Dit‘ ’;’
represents the j-th attribute value of credible worker b at
location i and time ¢. Pi’fj represents the deviation ratio between
worker k's j-th attribute value at [; and the Sub-GTD. Af,

represents the number of incorrect entries worker k collected at

l; during Sub-GTD evaluation. For worker k who senses data

at location i, and where the platform is concerned with [;’s

attribute j, Pi’fj is calculated using Formula (19).
tk tb

D;; =Dy
th
D;;

k kK _ 1. kK _
If P{; < threshold 0°, lety;; = 1; else let y;; = 0.
Af is the number of correct entries collected by worker k at

location i under Sub-GTD evaluation, which is calculated by

Formula (20). The interaction term o represents the impact of

the interaction between the worker and Sub-GTD, and it is

computed as the ratio of A7, and E;.
n

k
- Yij
j=1

ik
C — ”
oy = E

(4) Vice Reward Mechanism

If of = threshold o, worker k is considered credible by
Sub-GTD, and the Vice Reward Mechanism is used to update
their credibility using Formula (22), where p€, a variable
greater than 1, controls the update speed. Updates are larger for
more credible worker b, making the mechanism similar to GTD
when worker b is highly credible.

[

o
Crt = Crr1t+ p_rc * (1 - Ck,t—l) * Cpy_q.

Pk_

Lj =

(19)

(20)

¢ _
Lk —

1)

(22)

(5) Vice Punishment Mechanism
If of < af, Sub-GTD considers worker k untrustworthy and
reduces worker k’s credibility using Formula (23)

¢ Crt-1
Ct = Cp—1+ (0f — 1) = ( ° ) * Cpp—1-

B. Sensing Attribute Preference Evaluation Model in MLM-WR

In prior sections, we tackled worker credibility on a macro
level. However, given the multidimensional data variations
among workers, this section introduces the Sensing Attribute
Preference Evaluation Model (SAPE). This model evaluates
workers' Sensing Attribute Preferences (SAPs) to elevate data
accuracy. Dfﬁ’fn is the n-th attribute of data collected by worker
k at time ¢, at location m. U}, , is the value of the n-th attribute
of location m collected by UAV at time t, also known as
Attribute-GTD (A-GTD). A-GTD helps to determine the SAP
of workers. Let K be the number of workers in the network, and
Z ,i,n represent worker k's sensing preference for attribute n at
time t. The evaluation of SAP is described below. If attribute n
at location m is relevant to the task, use Formula (24) to
calculate YiX . zt ={zt,, 75, ..., Zk ,} denotes the set of
sensing preferences of workers for attribute n at time ¢.
Yk = |D‘fnkn - Urtn,n|

mn — Urtn n

IfYXk, <1,letB, =1—-Yk ;else let B, = 0.
(1) Attribute Reward Mechanism

Zj , denotes worker k's sensing preference for attribute n at
time t, with Z , as the initial value. When Y% , < threshold
N (0<N<1), A-GTD considers worker k credible for
attribute n, and increases the preference for attribute n using
Formula (25). The update rate is governed by § (6 > 1).

(23)

24



P
Zin = Zicw' +5 (1= Zi'). (25)
(2) Attribute Punishment Mechanism
Formula (26) decreases worker k's sensing preference for

attribute n if ;X , > 0, indicating not credible for attribute n.
t—-1
Ztn =25+ (B — 1) * (Z’;” )
(3) Attribute Timeout Mechanism
The Attribute Timeout Mechanism lowers inactive workers'
SAP over time using Formulas (27) and (28). Z ,ﬁ_n represents
worker k's SAP for attribute n at time t, Z,,,;,, is the minimum
SAP (e.g., Zpmin = 0), and ¢ determines the rate of decrease.
Zh = Max(Zpin, ZE3E — @) (27)
o=u(1-2z3Y. (28)
If Z} , exceeds threshold §, worker b has good sensing
quality for attribute n, whose data can be used as Sub-A-GTD.
If multiple workers at location m (not visited by UAV at time
t) have good sensing quality for n, the data from the worker
with the highest preference is chosen as Sub-A-GTD. If worker
b’s data is selected as Sub-A-GTD at location m, worker b
evaluates attribute n of other workers there and updates their
sensing preference using Vice Attribute Reward or Vice
Punishment Mechanism. If attribute n of worker k hasn't been
evaluated by Sub-A-GTD or A-GTD, the Attribute Timeout
Mechanism applies. When location m’s attribute n is of interest,
worker k's SAP for attribute n at location m is updated using
Formula (29) to calculate g%, ,. If gk, < 1,1et Bf = 1 — gk ;
else let Bf = 0.

(26)

/it — D3
oI,

(4) Vice Attribute Reward Mechanism

To determine the Vice Attribute Reward or Punishment
Mechanism, a threshold 2¢ (0 < 2°¢ < 1) is set. If g&, , < 0°,
the Vice Attribute Reward Mechanism updates worker k's
sensing attribute preference for attribute n using Formula (30),
where 6¢ controls the update speed.

c
ZL,=ZE + % «(1=2ZE0) * Z}
(5) Vice Attribute Punishment Mechanism
If gk . > 0°, worker k is considered unreliable on attribute
n by Sub-A-GTD. To ensure Z, ,, converges to 0, the minimum

value of Pf is set to 0. The sensing preference for attribute n
decreases using Formula (31).
Zt—l
Ln ) xZbn (D)

th = 2450+ (55— 1)+ (22

C. Sensing Location Preference Evaluation Model in MLM-WR

The previous section assessed workers' credibility and
sensing attribute preferences but didn't consider data accuracy
variability based on location. The paper introduces sensing
location preference and proposes the Sensing Location
Preference Evaluation Model (SLPE) to evaluate workers based
on their location. Absolute and relative sensing location
preferences are proposed based on UAV and workers' own
supervision to make the assessment more comprehensive.

(1) Calculation of absolute sensing location preference
For K workers in the network, Location-GTD (L-GTD), data

Fmn = (29)

(30)

sensed by the UAV, is compared to data sensed by workers at
the same location. Absolute sensing location preference (ASLP)
for worker k at location m, denoted Hy. ,,, is updated based on
this comparison. Hy, is the initial value. If worker k and UAV
collect data at location m during time t, and attribute n of
location m is relevant, OT’ﬁl,n is calculated using Formula (32).

|D1t'r'lkn - Urtnn|
ok, =—"—"—>"2

T U

If 0f ,, < threshold X, let 0K , = 1; else 0f ,, = 0.

If the task at location m does not involve attribute n, O,Ifm =
0. Fy, . 1s the number of correct data entries collected by worker
k at location m, evaluated by L-GTD using Formula (33). The
interaction right 7, indicates the effect of worker-UAV
interaction at location m.

(32)

N
Fnge = ) Ofi. (3)
n=1
k
M = 5 (34)

m

1) Location Reward Mechanism
A threshold 1, is used to decide whether to apply the
Location Reward Mechanism or the Location Punishment
Mechanism. If n,, = ng, worker k is considered credible for
location m. Formula (35) updates worker k's ASLP for location
m, with 7, a variable greater than 1, controlling the update

speed.
Him = Hit + 7% (1= HEY). (35)
2) Location Punishment Mechanism

Formula (36) decreases the ASLP of worker k for location m

if n,, < 1, indicating a lack of credibility for that location.
Ht—l
ng,m = ng_rr% + (nm - 1) * ( l;m) (36)

3) Location Timeout Mechanism
If worker k's data for location m is not evaluable at time t,
the ASLP for location m will gradually decline by Formulas
(37) and (38), with the parameter ¢ controlling the decline rate.
Hpin 18 the minimum ASLP (e.g. Hyin = 0).
Hf o = Max(Hpn, Hi ot — W). (37)
¥ = o(1 - Him) (38)

If a worker's ASLP for location m exceeds threshold I', the
worker is deemed to have a high ASLP for that location. If
multiple workers have high ASLP for location m, not sensed by
UAV at time t, the data of the worker with the highest ASLP,
denoted as worker b, acts as Sub-L-GTD to assess other
workers at location m using the Vice Location Reward or
Punishment Mechanism. The Location Timeout Mechanism is
applied to worker k’s ASLP for location m if not evaluated by
either Sub-L-GTD or L-GTD. The ratio between ordinary

worker k's entry and that of Sub-L-GTD is denoted as R, .
|Driin = D
Dy
If RK,,, < threshold X¢, let Rf , = 1; else Rfy, = 0; if
attribute n is not relevant to the task at location m, then R,";l_n =
0. F ) counts the number of correct entries collected by

worker k in location m, as evaluated by Sub-L-GTD.

Rin = (39)



N
fe= ) Rbin (40)
n=1
(o
ng, = =, (41)

Em
4) Vice Location Reward Mechanism
If n5, = threshold n$, Formula (42) is used to increase
worker k's ASLP for location m, and 7€, a variable greater than
1, controls the update speed.

~1, -
Hli,m = Hlirr% + Tc * (1 - Hlin%) * ng,m'
5) Vice Location Punishment Mechanism

Formula (43) is used to decrease worker k's ASLP for

location m if n§, < n¢, indicating not credible for location m.
i Hizh
i = W5t 4 = 0 (2 ) i )

(2) Calculation of relative sensing location preference

(42)

Some workers cannot be evaluated by L-GTD or Sub-L-GTD.

As a solution, we propose the relative sensing location
preference (RSLP), which includes the Absolute Sensing
Location Preference Sequence (ASLPS) and the Autonomy
Supervised Sensing Location Preference Sequence (ASSLPS).
1) The setup of ASLPS

ASLPS is a sequence derived from ASLP. At round t and
location m, Hf, represents the set of ASLP of all K workers.
H}, is a copy of H}, with workers whose sensing quality for
location m has not been evaluated by L-GTD or Sub-L-GTD
removed. The remaining k, elements in H,, are sorted in
descending order to obtain the ASLPS for location m, denoted
by Lt, = {Lm 1 - ,Lin,kt}. If worker k appears in the j-th place
in L, then L’;Ln, j =k, indicating that worker k has the j-th
largest ASLP for location m among all workers.
2) Calculation of RSLOW

Relative Sensing Location Quality Weight (RSLQW)
indicates the relative quality of data sensed by workers at the
same location. ASSLPS represents the partial order relationship
of sensing quality among workers at location m based on their
RSLQW. To obtain ASSLPS, it is necessary to establish

RSLQW first using an optimization framework. T,,(l*% represents

the relative truthful value of location m ’s attribute n ,
established during the RSLQW calculation process, using

Formula (44) to determine initial entries of relative truthful data.

i Drign
K,
The higher the RSLQW, whose sensing data should be to the
truthful data. The objective function (45) aims to minimize the
weighted sum of deviations between the data sensed by workers
and relative truthful data. The RSLQW of worker k for location
m at time t is represented by b, .., and the set of RSLQW of
location m is B, = {bf n, b% .o, bk ). It is assumed that
K,, workers collect data at location m at time t, and each
location has N attributes

mmZbkm ZI(T‘” R

S.T. fc(bkm) = 1

i = (@4

(45)

The RSLQW calculation assumes an exponential distribution,
and Equation (46) is obtained.
K,

£.(b ) = Z e(“lm) = 1.

k=
The RSLQW is calculated iteratively using two steps:
Step 1: Update RSLQW of location m.
Theorem 3. Assuming that the true value is static, the optimal
solution for RSLQW of workers is given by:

K. *
o -t BT )
km — * k .
g=1|(T‘n(l,T)l - Dﬁnn)'
t
Proof. Supposing that v,ﬁ'm = e(_bk'm), The objective function
(45) can be translated into the obj ective function (47):

Km

min Z —log(vkm) z |(T,,(1*,)1 -DE|,

k=1 (47)

s. T.Z Vi =1

The objective function (47) is convex and can be solved
using the Lagrange multiplier method since it is a linear
combination of negative logarithm functions, and the constraint
is linear to vj, ,,. Then we get equation (48).

L ({Vli.mllfr:f:n:l’ /1}) X

= - log(vf,n) - Z|(T,£*2—D 8]

k=1
Km

+1 Zv,ﬁlm—l :

k=1
Set the partial derivative of the Lagrangian with respect to all
Vf, 1 t0 0, where 2 is a Lagrange multiplier.

N
1
- ZI(TrﬁT%—DfﬁTn)I +2=0,
Vim i=

(46)

(48)

S Z|(:r<*> DEE)| + 2 =0,
Kmm o

After summing the equatlons above, we can have the
Equation (49)

Km N
szkm ZZKT,S%—D”N (49)
Because of Z e Vo = 1, Equatlon (49) becomes:
Km N
2= ZZI(M—D 3l (50)
k=1n=
Supposing k is static, Equation (49) becomes:
v, = Z|(T<*,1 — D). (51)

Combine Equations (50) and (51). We can get the following:

v}é _ 1|(T(*)_ m,n)l .
TR SN (T — Dik)|
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Fig. 2. The process of the Merge Sequences Algorithm
Because v, ,,, = e(~Pkm), the optimal solution is:

()
b = log (z e Agmn D) ) 52
’ n=1|(Tm,n - n‘l,n)|
Step 2: Update relative truthful data for location m based on the
newly calculated RSLQW set Bf, using the objective function
(53), where n and m are constants

mfn «arg mlnz b * |(T(*,)l - Dfnkn)| (53)

Using the weighted average method (Equation (54)) can
minimize objective function (53), producing updated relative
truthful data for location m denoted as T,,(:,)l'x at the x -th
iteration. Formula (55) calculates the difference in relative
truthful data between consecutive iterations, stopping when the
difference is small (d,, > threshold Jl), or the number of
iterations exceeds threshold 1.

Km 1t tk
Zk 1 bk m * Dm,n

T = S by (54)
-
If Gt < threshold 3, i, ,, = 1; else i, , = 0
dm — Zﬁ:1h’m,n * Em,n. (55)
Emn
3) Set up of ASSLPS

Assuming there are K, workers at location m at time ¢, with
known RSLQW B! and set of worker numbers X' =
{xt,xf, ... xte }. ASSLPS RE = {1, 1, ..
by sorting B, in descending order and getting the
corresponding worker numbers. If worker k has the second-
largest weight in Bf,, then 1}, = k. The Merge Sequences
Algorithm is used to combine ASSLPS from the previous round
with the current ASSLPS to get N, The algorithm retains the
elements in O, = {y},1, ..., i x,} and adds as many elements
from 04t = {yml,...,ymx } as possible, with 0f, having a
higher priority. The algorithm is detailed in Algorithm 1.

Operation of The Special Condition:

If adjacent elements y5, , and y5 ., in Of also exist in

t-1 t t-1 t-1 ot ‘i ot-1
Oy, *, and segment {ym_k,ym,j ) e ,ym,j+u,ym_k+1} 1sin Oy, -,

t . .
Tk } is obtained

Algorithm 1 Merge Sequences Algorithm

Input: Sequence O}, and 0L, O, has a higher priority
Output: The result N},

1. If 0% == NULL and 05" = NULL

2 N =04

3: Elseif 0f! = NULL and 0% == NULL

4: NE = 0%,

5: Elseif 0t!=NULLand 0} = NULL

6. It =0L nOoLT

7: IfIf, == {}’m1} //Add elements before yf, ; in Of*
8: Ny = {Ym,1r ---'Ym,l'Ym,z' ---’Ym,x,}

9: Elseif If, == { yf,x,}// Add items after y, . in 05"
10: N = {Vins oo Vips o Yoo }

11:  Elseif len(I},) > 1

12: If yh,inly and yf ., in Iy

13: Niy = {Yinds s Vi1 wr Yier w00 Yinots )

14: Elseif yj,,notinlj and y} ., inl,

15: Nf = {Vin1s oor Vhxer v Yoo }

16: Else if y;,qinl, and y} , notinlf,

17: Niy = {Ymds o Vim0 Y}

18: End If

19: Fori«< 1tolen(0})—1do

20: If 0%,(i) and OL,(i + 1) in I,

21: do Operation of The Special Condition
22: End If

23: End For

24: End If

25: Return N},
then the segment is inserted into Nf, between y), , and yf, ;11
after removing elements present in both N}, and the segment.
Algorithm 1 updates the ASSLPS RY, using inputs R., and
R, with priority given to R%,. Fig. 2 shows the process.
Algorithm 2 Integrated Merge Algorithm
Input: ASSLPS sets Rt,R*™1, ASLPS set L'. L%, has a higher
priority than R., set of all workers’ number W.
Output: The set of SLPPOR G* = {G},GS, ..., Gly}
1: Form« 1toMdo
20 Ift>1
3: Apply Merge Sequences Algorithm to merge
RL, and R Y, with higher priority given to R,
then obtain N}, and assign it to R,

4: IfL%,! = NULL and R, == NULL

5. Gh =1t

6: Elseif L', == NULL and R%,! = NULL

7: Gk = RE,

8: Elseif LY, == NULL and R}, == NULL

9: GL, == NULL

10: Elseif Lt,! = NULL and R, ! = NULL

11:  Apply Merge Sequences Algorithm to merge

L, and RL,, with higher priority given to L,
then get N}, and assign it to G,
12: EndIf
13:  Get the set W'
14: Shuffle W'to get wt, then link G}, and w,
15: End For
16: Return G*

4) The integration of ASSLPS and ASLPS

After updating Rf,, merge it with ASLPS L%, using the
Merge Sequences Algorithm to obtain G,, which represents the
Sensing Location Preference Partial Order Relationship
(SLPPOR) of all workers at location m and time t. The shuffled
set of workers' numbers whose sensing ability at location m has



not been evaluated, W', is added to the end of G/, and R, L¢,
and G® represent the sets of ASSLPS, ASLPS, and SLPPOR,
for M locations respectively. Algorithm 2 outlines the process.

D. The Task Assignment Model in MLM-WR

In preceding sections, we obtain sets G* (SLPPOR), Z =
{Zf, .., Z§} (SAP), and Ct = {Cy, ..., Cx ¢} (Worker credibility)
for the network. Given limited resources, we need to select the
most efficient recruitment and assignment of sensing tasks from
K workers. The task sequence is p = {py, p5 -.., Py}, where the
set of the M locations is represented by the set £. Workers select
multiple locations, each with a cost ¢, but can only work at one
location at a time, with each location having N attributes.

(1) Filter malicious workers

Exclude workers with credibility below threshold O ,
indicating malicious workers. Let K" be the number of
remaining workers after this filtering process.

(2) Arrange the locations where the UAV senses data

Assuming Y workers are identified as credible among K"
workers and the others are ordinary workers. Let U be the
number of locations to be sensed by the UAV, and ¢’ be the set
of locations where Y workers are willing to go. The set of
locations where no truthful workers are willing to go is denoted
by £”. The set of locations where the UAV senses data is £V,
The set of locations where truthful workers are arranged is €€.
If £'" has more than U elements, randomly select U elements
from £"" as UAV sensing locations; otherwise, all €' locations
are assigned to the UAV and U — len(€'") locations are
randomly selected from ¢’ to form #Y. The set of locations
where truthful workers are arranged is £¢ = £’ — £Y.

(3) Arrange truthful workers

To maximize efficiency, the Y truthful workers need to be
allocated properly due to limited resources. First, the set of
sensing attribute preferences Z% = {Zf,, ..., Zk .} is sorted in
descending order to obtain the sequence Z,. The sequence
consists of workers' numbers, with earlier numbers indicating
higher sensing attribute preferences for attribute n. The position
of worker k's number in Z, is denoted by sf, ,,, with smaller s ,
value indicating better sensing attribute quality for attribute n.
The value range of st ,, is [1, K], and s& = {st,, ..., sk ,}. The
sensing attribute credibility of worker k for attribute n, denoted
as aj ,, is established using Formula (56). Once the set £,
consisting of J elements, has been identified, the task sequence
for truthful workers is determined as p, = {le,pLZ ...,pL]}.
This sequence specifies which tasks truthful workers need to
perform. £L; refers to the location corresponding to the i-th task
in the sequence, where £; = m indicates that task p., requires
workers to go to location m to execute the task p,,.

af,=K—-Si,+1 (56)

The rank of worker k in the set G, is represented by gf .
and the smaller the rank, the higher the sensing location
credibility of worker k for location m. The sensing location
credibility of worker k for location m at moment t is e,ﬁ_m,
which can be calculated using Formula (57). The credibility sets
for sensing attributes and sensing locations are denoted as af, =
{al, .., akn}and el, = {ef,, ..., ek m}, respectively. The set
of credibility for N attributes is a® = {a!, ..., a}}, and the set of

credibility for M locations is et = {e}, ..., e};}.
eim=K—gim+1 (57)

T! represents the task execution degree of the task p,, at
time t, which is calculated using Formula (58). This formula
takes into account the worker's sensing location credibility for
location m and the sensing attribute credibility for the attributes
that task p,,, focuses on and reflects that the execution degree of
the task p,, is higher if both of these are high.

N

Th = Z elg.,m * altc,n * Emn.
n=1

The algorithm for obtaining the optimal solution uses PSO,
which simulates a group of animals moving together and
sharing information. PSO uses particles as solution candidates,
and their positions represent their current solutions [35]. The
PSO has a population size of P, where each particle's position
is represented by PSO[i], a J-dimensional vector. The fitness
function (Equation (59)) evaluates particle quality based on task
sensing. The objective is to maximize the total task execution
(Ttotar), With particle i's fitness (f[i]) directly tied to Typeq;-
Historical optimal solutions for each particle are denoted as
Py [i], with corresponding fitness as Py, ¢[i]; the overall optimal
solution is represented by F;. The index of the current global
optimal particle is G;, and the highest historical optimal fitness

among particles is fg.
J
o = 1
total Lj*
=1

PSO[i][j] has a unique numbering system for each task, such
that the same number in different PSO[i][j] corresponds to a
different worker. PSO[i][j] encodes the ¢ workers assigned to
the task pz; and ranges from {1,2,3 ...xj}. For example,
PSO[i][j] = 3 means the 3rd worker is assigned to the task
Pr; according to pr; 's numbering method. PSO[i] initializes

(58)

(59)

with the first task in the sequence. A worker who is willing to
perform p L and has not been assigned is randomly selected and

assigned to perform the task. If no worker is available for the
task Pr; among those who are willing and unassigned, then

PSO[i][j] = —1, indicating no worker will be assigned. We can
obtain the following optimization equation for the i-th particle.
V[i] = w * V[i] + o1 * 1 (Py[i] — PSO[i])

. (60)

+0, * rz(Pg — PSO[l]).

PSO[i] = PSO[i] + V[i]. (61)
Velocity vector elements are floored after updating with
Formulas (60) and (61) to eliminate decimal fractions. If a
number is less than -1, it is converted to -1. If PSO[i][j] is
greater than x;, it will be converted to x;. If a worker is assigned
to multiple locations, the task with the highest execution degree
is kept for that worker, and other locations will not be assigned
workers. The number of scheduled workers of particle i is
denoted by h[i], while h,[i] represents the largest number of
historically arranged workers of particle i, and h, represents
the largest number of historically arranged workers of all
particles. The best particle is determined by comparing the
number of scheduled workers first, then by the fitness function.
In other words, if h[i] > h[j], particle i is considered better. If

h[i] = Rh[j], f[i] > f[j]. then particle i is considered better.



Algorithm 3 Task Assignment of Truthful Workers
Input: Sensing attribute / location credibility sets at, et
Output: Historical global optimum solution F,
l1: Fori<1toPdo //Initialization
Initialize PSO[i]
End for
For each particle i in the population do
Initialize V[i] randomly
Evaluate f[i] and h[i]
Set Py ;1i] = flil, hyli] = RIil, P[] = PSOIi]
End for
9:  Set G to the current global optimum's index
10: Set P, = PSO[Gy, f, = fIGyl, hy = hIGy]
11: Repeat //Update
12:  For each particle i in the population do
13:  Update PSO[i] and evaluates its fitness f|i]
14: End For
15:  Set G, to the current global optimum's index.
16: Update 7 hg
17: EndIf
18: For each particle i in the population do
19:  Update Py[il, Py ¢[il, hpli]
20: End for
21: Until a specified number of generations;
22: Return F,
The process is shown in Algorithm 3.
(4) Arrangement of ordinary workers.

Ordinary workers are workers who are not classified as either
truthful or malicious. At a given time t, the set of available
ordinary workers who are willing to perform the task p,, is
denoted as W, .

1) When no truthful workers apply:

If no truthful worker or UAV is available to perform the task
Pm, @ threshold « is set. If the number of workers in Wptm is
greater than a, then a workers are randomly selected from the
set to perform p,,. If the number of workers in Wp";n is less than
or equal to a, then all workers in the set are dispatched to
perform the task.

2) When truthful workers apply:

If a truthful worker or UAV is available to perform the task
Pm, a threshold B is set to determine the number of ordinary
workers to be dispatched. If the number of available workers is
less than f, then all workers in Wptm are dispatched. If the
number of available workers is greater than f, then § workers
with the highest credibility are selected from Wptm to perform
Pm- There are M locations in the network. The value of § is
adjusted based on ¢, the number of workers that can be
dispatched. If 0 < 0, * M, let = B;; else if ¢ < 0, * M, let
B =Py elseifo <O3xM,letf =f5;elseifo <6, * M, let
B = B,; otherwise, f is set to 0. 6,,0,, 65 and 6, are greater
than 1.

V. EXPERIMENTAL RESULTS

A. Experiment Setup

The MLM-WR scheme uses Python to implement the
simulation experiments with The Diabetes Dataset [35], which
contains 768 objects and 6912 observations, each with nine
attributes, making them suitable for simulating data from
different locations.

Four experimental scenarios are set up with varying numbers
of workers, selected objects, and UAV visitation patterns. In
scenario 1, there were 100 workers and 10 locations, with 2
locations visited by the UAV each time. Scenario 2 had 150
workers and 15 locations, with 3 locations visited by the UAV
each time. Scenario 3 had 200 workers and 20 locations, with 2
locations visited by the UAV each time. Lastly, scenario 4 had
2000 workers and 200 locations, with 20 locations visited by
the UAV each time. Each scenario generates 20 rounds of data
to simulate real-life location data that fluctuate by 20% from
baseline data. Each location has 5 attributes, with the platform
focusing on specific attributes for different locations. The
results of each scenario are the means of 20 experiment results.

The workers' attribute deviation is represented by 11, and the
location deviation is represented by 4. If the truthful value of an
entry is T”, the generated worker's entry value is T" = (1 + 1r) *
(1 + 1), where 11 and 1 have a 10% chance of being negative.
The range of 11 and 4 values varies depending on the type of
worker: the range for malicious workers is [[0.15,0.2]|, the
range for ordinary workers is |[[0.1,0.15]|, and the range for
truthful workers is |[0.05,0.1]|. The proportion of workers is 20%
malicious, 20% ordinary, and 60% truthful, and the parameters
for each worker type are randomly generated. In the Credibility
Evaluation Model, o, = 0f = E,/2. p =4,v=0.7,0 = 0.3,
y = 0.003, 0 = 0.25, € = 0.25; in the SAPE model, § = 4,
0N =025,6°=4,0°=0.25, p=0.003, §=0.7; in the
SLPE model, ng =né =E,/2, t=4, 1t =4, X =0.25,
XN=0.25,I=06, ¢ =0.003,3=0.01, 1 =3; in Task
Assignment Model, g, = 3, 0, = 3, w = 0.9. In the first round,
each location is assigned 5 workers chosen at random. After the
first round, the following parameters are set: 6; = 1.8, §; = 4,
6,=30,8,=3,0;=42,$;=2,0,=5.0,0,=1.

We selected two reference schemes for comparison. The first
scheme is TAFR and TFGR [8], which have state-of-the-art
performance in estimating workers' reliability. The second
scheme is the Random method mentioned in reference [37].

B. Experiment Result

In Fig. 3, credibility changes over time with three update
mechanisms. When o, > g, , credibility increases and
converges to 1 as update time increases, with a larger o, leading
to a more significant increase. When o, < g, the PM decreases
credibility, which eventually converges to 0. Smaller o, in this
case results in a faster decrease of credibility.

Fig. 4 depicts credible worker ratio among employed workers
in a network of 100 workers. TFAR+TFGR does not filter
workers after credibility evaluation, and the Random method
struggles to select credible workers, resulting in no increase in
the ratio of truthful workers over rounds. However, MLM-WR's
GTD and Sub-GTD detect truthful workers, resulting in an
increasing ratio of truthful workers among employed workers.

In Fig. 5, truthful worker recognition exponentially increases
with rounds, fueled by consistent GTD evaluations and the
growing pool of credible workers as Sub-GTD contributors.
The curve flattens due to decreased worker hiring. This rapid
credible worker detection ensures swift task assignments. In Fig.
6, the Fl-score change with increasing rounds is shown. A
higher ratio of UAV-detected locations to all evaluated
locations leads to a faster increase in evaluated worker
proportion, resulting in a quicker F1-score increase. With 200
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Fig. 7. This figure displays the rate of high-quality attributes for
different numbers of workers in the network. (a) represents 100
workers, and (b) represents 200 workers.

workers, the lowest ratio of locations detected by UAV results
in a slower detection of truthful workers and a slower F1-score
increase compared to the other cases.

Figs. 7 display the rate of high-quality attributes, which are
sensing attributes of workers with attribute deviation 1 in
[[0.05, 0.75]|. The rate is calculated by dividing the number of
high-quality attributes among employed workers by the product
of the number of employed workers and the number of attribute
categories. In MLM-WR, the rate of high-quality attributes
increases as the number of rounds increases, and truthful
workers with better sensing attribute quality are selected.
However, the TFAR+TFGR method does not incorporate
historical sensing attribute evaluations, leading to a lack of
significant increase in the rate of high-quality attributes.

High-quality locations are sensing locations of workers
whose location deviation 4 ranges from |[0.05,0.75]|. The rate
of high-quality locations is determined as the ratio of high-
quality locations to the number of dispatched workers
multiplied by the number of locations. The MLM-WR method
employs a combination of absolute and relative sensing location
preference. The calculation of absolute sensing location
preference is similar to that of sensing attribute preference, but
the Sensing Location Preference Evaluation Model is more
comprehensive due to the existence of relative sensing location
preference. The curve for high-quality locations is smoother
than that for high-quality attributes, reflecting this difference.
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Fig. 10. This figure shows the total fee for 150 and 200 workers in the
network, as depicted in (a) and (b), respectively.

Fig. 8 illustrates the change in the rate of high-quality locations
in the network, showing smoother curves than those in Fig. 7.

Fig. 9 illustrates the change in total average data quality
difference for 100 and 200 workers within the network. MLM-
WR significantly outperforms the other two methods in
reducing this difference due to its enhanced worker quality and
optimized assignment based on sensing attributes and locations.
Its dynamic credibility evaluation mechanism surpasses
TFGR+TFAR in accurately detecting credible workers. By
leveraging UAV-provided GTD, MLM-WR assesses workers'
sensing attribute and location reliability more precisely than
TFGR+TFAR, which relies on estimated GTD. MLM-WR
effectively addresses limitations of the Random method, which
is susceptible to malicious data and underutilization of worker
sensing abilities. In the 200-worker scenario, the decline in the
UAV-detected location ratio leads to a slower reduction in the
total average data quality difference compared to the 100-
worker scenario. TFGR+TFAR outperforms the Random
method in reducing the difference due to its attribute and
location trustworthiness identification. However,
TFGR+TFAR struggles with accurate credibility assessment as
locations and workers increase.

Rounds
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Fig. 11. The figure displays three experiments analyzing different
aspects of a 2000-worker network: (a) ratio of credible employed
workers, (b) total fee, and (c) total average data quality difference.

In Fig. 10, the total fee is displayed, with a cost of 100 for a
UAV's sensing task and 10 for a worker's task. MLM-WR
decreases the number of workers per location as credible ones
are identified, leading to cost savings. When truthful workers
are initially scarce, additional workers are dispatched, raising
the cost. Over time, MLM-WR's cost significantly decreases,
despite its higher initial cost compared to the Random and
TFAR+TFGR methods.

MLM-WR was tested on a network of 2,000 workers and
compared with Random and TFAR+TFGR methods. In the
20th round, MLM-WR saved 40.15% and 40.19% compared to
Random and TFAR+TFGR, respectively, in terms of total fees.
It also outperformed these methods by 25.48% and 27.10%,
respectively, in terms of total average data quality difference.
MLM-WR improved by 36.12% compared to TFAR+TFGR in
recognizing truthful workers. These results demonstrate the
practicality of MLM-WR in real-world scenarios. Fig. 11
provides a visual representation of the results.

VI. CONCLUSION

This paper proposes MLM-WR as a cost-effective approach
to improve the data quality in Al-enabled MCS, which is a type
of AloT system, through cloud-edge-terminal collaboration.
The Credibility Evaluation Model updates worker credibility by
calculating the error of their sensing data. Then, we calculate
workers' sensing attribute preference using error calculations
involving Attribute-GTD and Sub-Attribute-GTD. For sensing
location preference, we combine absolute and relative sensing
location preferences, achieved by aligning their location data
with Location-GTD and Sub-Location-GTD, and utilizing a
novel optimization framework. Furthermore, we build an
algorithm based on Swarm Intelligence to find the best task
assignment with the consideration of total fee and data quality,
which combines sensing location and attribute credibility.
Experimental results demonstrate that the MLM-WR approach

outperforms previous evaluation methods in accurately
estimating sensing attribute and location credibility and
provides a state-of-the-art task assignment approach.

Future work includes developing an incentive mechanism
based on auction models to prevent malicious competition
among workers. The incentive mechanism will consider the
reliability of workers' sensing location and attribute to
determine their payment, improving the feasibility of the MCS
system and avoiding low participation rates.
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